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PROJECT

IMPLEMENTOR

SUPPLEMENTAUBID BULLETIN NO. 2
For LBP-HOBAC]TB-GS-2021 O5t O-Ot

EMV VISA Branded cSlS UMID Cards with personalization,
Kitting Services and Collaterals

Procurement Department

This supprementar/Bid Bufletin is issued to modifo, amend and/or crariff certain itemsin the Bid Documents. This sha form an integraLlart oi in"-bii' oo.rr"nt..

1)

2)

3)

Modifications. amendments and/or clarifications:

The bidder/s are encouraged to use the Bid Securing Declaration as Bid Security.

L1,,"J^":n:^:I5_"1:r,!!,cf 
(,rnryxe9 D1 to D26), schedute of Requirements (sectionvrr' recnnrcar specrtications (section V[), and checkrist of Bidding oocuments litem!j: 12 gf the Etisibitity & rechnicat c#,;;e;r"il;;;oJen reviseo. ptease seeattached revised Annexes D-1 to D-26 and ipecific 

-."aion" 
or ttre gidoing

Documents.

The deadline for submission of erectronic bids for the above project is re-schedured on
9.c!pher. f . 202f at t0:00 A.M. Submission of pnysicat UiOJ lnard copyl stratt not Oeaccepted.

Land Bank ofthe Phltlppines
LANDBANI( Plaza, 1598 M.H. Del pflar comer Dr. J. Qutntos Sts., Malate, iitan a, phtulDines lOO4
T (632) 8522-0000 8551-2200 3450-rcOl Wwrirw.tandbank.com

T. DIAZ, JR.
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Schedule of Requirements
The delivery schedule/contract period expressed as weeks/months/years stipulates
hereafter a delivery/performance period which is the period within which to deliver the
goods or perform the services in the project site/s.

Lot
No.

Description Quantity Del ivered, Weeks/Months

1 EMV VISA Branded GSIS
UMID Cards with
Personalization, Kittin g

Services and Collaterals

300,000 pcs. See Delivery Schedule
per Ietter G of the Revised
TOR

LBP-Cards and ATM Management Department

Delivery Sites:
. G/F Level 1, GSIS Headquarters Building, Financial Center, Brgy. 076, Pasay

City

. Cards & ATM Management Department
11th Floor, LANDBANK Plaza Building,1598 M.H. del Pilar corner Dr. J. Quintos
Streets, Malate, Manila

Gontact Persons:
. Mr. Manuel A. Dimalaluan

Telephones: (02) 8835-7647 and 09989871373
Email: mdimalaluan@ mail.landbank.com

o Mr. Gerard D.L. Santiago
Telephones: (02) 8405-7182 and 09953219122
Email: gsantiago@mail.landbank.com

. Mr. Johnny Anthony M. Reyes
Telephones: (02) 8522-0000 local 4609 and 09998836126
Email : jreyes@mail.landbank.com

. Mr. Lloyd Edward B. Pascual
Telephones: (02) 8522'0000 local 4173 and 09234787947
Email: lbpascual@mail. landbank.com

. Ms. Rodalyn L. Soriano
Telephones: (02) 8522-0000 local 4173 and 09052271143
Email: rsoriano@mail. landbank.com

. Ms. Gerlina Jan Madarang
Telephones: (02) 8522'0000 local 4609 and 09173108146
Email: gmadarang@ mail.landbank.com
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Conforme:

Name of Bidder

Signature Over Printed Name of
Authorized Representative

Position
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ificatioTechnical EG NSt
Specification Statement of ComPliance 

I

Bidders must state below either 
]

"Gomply" or "Not Comply" against
each of the individual parameters of
each Specification preferably stati ng

the corresponding Performance
parameter of the Product offered

Statements of "Comply" or "Not Comply"
must be supPorted bY evidence in a

Bidders Bid and cross-referenced to that
evidence. Evidence shall be in the form of
manufacturer's un-amended sales
literature, unconditional statements of
specification and compliance issued by the
manufacturer, samples, independent test
data etc., as appropriate. A statement that
is not supported bY evidence or is

subsequently found to be contradicted by

the evidence presented will render the Bid

under evaluation liable for rejection. A

statement either in the Bidders statement
of compliance or the supporting evidence
that is found to be false either during Bid

evaluation, post-qualification or the

execution of the Contract may be regarded

as fraudulent and render the Bidder or
supplier liable for prosecution subject to

the applicable laws and issuances.

1.

2.

EMV VISA Branded GSIS UMID Cards with
Personalization, Kitting Services and

Collaterals

Specifications and other terms and conditions per

attached Revised Annexes D-1 to D'26.

The following documents shall be submitted in

support of the compliance of the Bid to the Technical

Specifications and other requirements:

2.1. Current and valid accreditation certificate

issued by Visa and Mastercard for EMV Card

Production and Personalization'

2.2. Certificate of Satisfactory Performance from at

least two (2) Universal/Commercial Banks in

the Philippines for full EMV Card Production,

Personalization and Kitting Services or

Please state here either
"Comply" or "Not GomPlY"

s
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equivalent document involving completed
contracts for the last three (3) years.

2.3. Valid ISO/EC 17025 Certificate of Compliance
that the bidder is manufacturer and provider of
polycarbonate cards that comply with either
Fogra Age F02 or ISO 24789 ten (10) years
durability test.

2.4. Notarized Self-certification attesting
compliance of the following terms and
conditions:

2.4.1. Capacity to accept and personalize the
first batch of embossing and output file
within fifteen (15) calendar days after
the approval of Visa white plastic
review, card design approvalfrom Visa
BMAS and instruction from the Bank,
whichever comes last;

2.4.2. Card Personalization Bureau is
located in the Philippines;

2.4.3. Payment Card lndustry Card
Production (PCl CP)compliant; and

2.4.4. No unsatisfactory performance in
its ongoing contracts for the last six
(6) months per Section 34.3
(b)(iii)(c) of the IRR of RA 9184.

Non-submission of above documents may result to
fication of the bidder.

Conforme:

Name of Bidder

Signature over Printed Name of
Authorized Representative

Position
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Checklist of Bidding Documents for Procurement of Goods
and Services

The documents for each component should be arranged as per this Checklist.
Kindly provide guides or dividers with appropriate labels.

Eliqibilitv and Technical Gomponents (PDF File)

. The Eligibility and Technical Component shall contain documents
sequentially arranged as follows:

o Eligibility Documents - Class "A"

Legal Eligibility Documents

1. Valid Ph|IGEPS Registration Certificate (Platinum Membership) (all pages); or
all of the following:

. Registration Certificate from Securities and Exchange Commission (SEC),
Department of Trade and lndustry (DTl) for sole proprietorship, or
Cooperative Development Authority (CDA)for cooperatives, or any proof of
such registration as stated in the Bidding Documents;

o Valid and current mayor's/business permit issued by the city or municipality
where the principal place of business of the prospective bidder is located,
or equivalent document for Exclusive Economic Zones or Areas.

ln cases of recently expired Mayor's/Business permits, it shall be accepted
together with the official receipts as proof that the bidder has applied for
renewal within the period prescribed by the concerned local government
unil. Provided, Fhat the renewed permit shall be submitted as a post-
qualification requirement in accordance with Section 34.2 of this IRR; and

. Tax Clearance per Executive Order 398, Series of 2005, as finally reviewed
and approved by the Bureau of lnternal Revenue (BlR).

Technical Elioibility Documents

2. Duly notarized Secretary's Certificate attesting that the signatory is the duly
authorized representative of the prospective bidder, and granted full power
and authority to do, execute and perform any and all acts necessary and/or to
represent the prospective bidder in the bidding, if the prospective bidder is a
corporation, partnership, cooperative, or joint venture or Original Special
Power of Attorney of all members of the joint venture giving full power and
authority to its officer to sign the OSS and do acts to represent the Bidder.
(sample form - Form No. 7).



3.

4.
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Statement of the prospective bidder of all its ongoing government and private
contracts, including contracts awarded but not yet started, if any, whether
similar or not similar in nature and complexity to the contract to be bid, within
the last five (5) years from the date of submission and receipt of bids. The
statement shall include all information required in the sampte form (Form No.
3).

Statement of the prospective bidder identifying its Single Largest Completed
Contract (SLCC) similar to the contract to be bid within the relevant period as
provided in the Bidding Documents. The statement shall include all information
required in the sample form (Form No. 4).

Financial Eligibilifu Documents

5. The prospective bidder's audited financial statements, showing, among
others, the prospective bidder's total and current assets and liabilitiesl
stamped "received" by the BIR or its duly accredited and authorized
institutions, for the preceding calendar year which should not be earlier than
two (2) years from the date of bid submission.

6. The prospective bidder's computation for its Net Financial Contracting
capacity (NFCC) following the sample form (Form No. 5), or in the case of
Procurement of Goods, a committed Line of Credit from a Universal or
Commercial Bank in lieu of its NFCC computation.

Eligibility Documents - Class "B"

7. Duly signed valid joint venture agreement (JVA), in case the joint venture is
already in existence. ln the absence of a JVA, duly notarized statements from
all the potentialjoint venture partners stating that they will enter into and abide
by the provisions of the JVA in the instance that the bid is successful shall be
included in the bid. Failure to enter into a joint venture in the event of a contract
award shall be ground for the forfeiture of the bid security. Each partner of the
joint venture shall submit its legal eligibility documents. The submission of
technical and financial eligibility documents by any of the joint venture partners
constitutes compliance, provided, that the partner responsible to submit the
NFCC shall likewise submit the statement of all its ongoing contracts and
Audited Financial Statements.

For foreign bidders claiming by reason of their country's extension of
reciprocal rights to Filipinos, Certification from the relevant government office
of their country stating that Filipinos are allowed to participate in government
procurement activities for the same item or product.

Certification from the DTI if the Bidder claims preference as a Domestic Bidder
or Domestic Entity.

8.

9.
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o Technical Documents

10. Bid Security (if in the form of a Surety Bond, submit also a certification issued

by the lnsurance Commission).

11. Revised Section Vl - Schedule of Requirements with signature of
bidder's authorized representative.

12. Revised Section Vll - Specifications with response on compliance and
signature of bidder's authorized representative.

13. Duly notarized Omnibus Sworn Statement (OSS) (sample form - Form No.6).

o Post-Qualification Documents [The bidder may submit the following
documents within five (5) calendar days after receipt of Notice of Post-

Qualificationl:

14. Business Tax Returns per Revenue Regulations 3-2005 (BlR No'2550 O) VAT

or Percentage Tax Returns for the last two (2) quarters filed manually or

through EFPS.

15. Latest lncome Tax Return filed manually or through EFPS.

16. Original copy of Bid Security (if in the form of a Surety Bond, submit also a

certification issued by the lnsurance Commission).

17. Original copy of duly notarized Omnibus Sworn Statement (OSS) (sample

form - Form No.6).

Financial Gomponent (PDF File)

o The Financial Gomponent shall contain the documents sequentially arranged
as follows:

i. Duly filled out Bid Form signed by the bidder's authorized representative

(sample form - Form No.1).

2. Duly filled out Schedule of Prices signed by the bidder's authorized

representative (sample form - Form No.2).



GLASS D

Terms of Reference

A. Name and Description of the Project

EMV VISA Branded GSIS UMID Cards with Personalization, Kitting Services and Collaterals

B. Objective of the Project

To comply with the GSIS UMID requirements of LBP Branches

C. Scope ofthe Project

Supply and Delivery of personalized and kitted EMV VISA Branded GSIS UMID Cards with
collaterals

D. Specifications

Annex A - LANDBANK EMV UMID Card Technical Specifications
Annex B - Kitting Collaterals

E. Qualifications and Documentary Requirements

Qualification Requirements Docu mentary R,equirements

l.Must be accredited by Visa and
Mastercard

l.Current and valid accreditation
certificate issued by Visa and
Mastercard for EMV Card Production
and Personalization

2.Must have Ceftificate of
Satisfactory Performance from at
least two (2) UniversaU Commercial
Banks in the Philippines for full EMV

Card Production, Personalization and

kitting services involving completed
contracts for the last three (3) years

2.Certificate of Satisfactory
Peformance from at least two (2)
UniversaU Commercial Banks in the
Philippines for full EMV Card
Production, Personalization and kitti ng

services or equivalent document
involving completed contracts for the
three (3) years.

3.Must submit a valid certification
issued by a laboratory that is ISO/EC
17025 certified, that the bidder is a
manufacturer and provider of
polycarbonate cards that comply
with either Fogra Age F02 or ISO

24789, ten (10) year durability test

3.Valid ISO/EC L7025 Certificate of
Compliance that the bidder is a

manufacturer and provider of
polycarbonate cards that comply with
either Fogra Age F02 or ISO 24789
ten (10) year durability test

Revised Annex D-1



4. Must submit a notarized Self-
Certification attesting compliance with
the following requirements and/or
terms and conditions:

a. Bidder has the capacity to accept
and personalize the first batch of
embossing and output file within
fifteen (15) calendar days after the
approval of Visa white plastic review,
card design approval from Visa BMAS

and instruction from the Bank,

whichever comes last;

b. Bidder has a Card Personalization

Bureau which is located in the
Philippines (LBP may conduct onsite
inspection);

c. Bidder is compliant with Payment

Card Industry Card Production (PCI

CP); and

d. Bidder has no unsatisfactory
peformance in its ongoing
contracts for the last six (6)
months per Section 34.3
(bXiiiXc) of the IRR of RA 9184.

CLASS C

5. Notarized Self Certification attesting
compliance of the stated requirements
and /or terms and conditions

F. WorkingArrangements

1. POST QUALIFICATION REQUIREMENTS:

The Lowest calculated Bidder (LCB) shall perform the following within 45 calendar days

from the opening of bids

1.1 Provide anY of the following:

peform connectivity testing with I-ANDBANK and must submit certificate that

connectivitY was successful.

1.2 provide a chip readet-with_applicatlelt (to enable reading/viewing of the content of

UMID and EMV chiP), free of charge.

1.3 provide at least 7 blank SAMM cards for GSIS customization into personalization and

terminal SAMM.

Revised Annex D-2
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1.4 Provide at least twenty (20) white plastic (polycarbonate cards) sample/test
personalized EMV cards with UMID personalized applet for testing with sample laser

engraved data.

Note: LBP shall provide the Embossing File (test data), while Supplier shall provide

the Developed Script for EMV chip personalization.

1.5 Ensure that the personalized test cards and existing/issued UMID cards must work

and interface with GSIS Wireless Automated Processing system (GW@PS),

(successfully tested the UMID Card in the GW@PS in the presence of LANDBANK

iepresentatives and must submit certificate of completion)'

1.6 The bidder shall execute and submit a service and Non-Disclosure
Agreement (Annex C) and Acceptable Use Policy (Annex D) to the Bank

after proclaiming the LCB

The foregoing shall be successfully completed by the LcB within the 45 calendar days

.rt r op.-nin{of bids and if the above are not met within the said period, LCB shall be

declared Post Disqualifi ed.

2. UPON RECEIPT OF NOTICE TO PROCEED (NTP)

2.1 CARD PRODUCTION

a. The supplier must submit 5 sets of hard copy-card design artwork prooflayout within

3 banking days upon receipt of the UMID Card Design based on Annex B'

b. once approved by LANDBANK, the supplier must submit the actual card proof to Visa

ror approval within 3 banking days after receipt of LANDBANK notification.

c. The supplier must submit five (5) actual card samples to LANDBANK within five (5)

banking days after approval of Visa'

d. The supplier shall comply with required durability test and ISO 10373-6:2011- 
pro*i.ity card test for the UMID cards which will be based on 21 cards that will be

iandomly pulled out from the first batch of UMID cards that will be delivered to LBP'

The costs of the tests and certification shall be for the account of the supplier.

e. Valid certifications should be issued by a testing laboratory which holds ISO/IEC

17025 accreditation. (PrOvide contact name, telephone/telefax numbers and email

address of the certifYing bodY.)

f. Ensure that the card has a minimum 10-year card life, guarantee against card

creaking,chipping,peelingandfading/discolorationandchipfailures.(Submita
Guarantee/Warranty certificate).

g.ThesuppliershallexecuteandsubmitaserviceandNon-Disclosure- 
Agreement (Annex D) and Acceptable -Use-Policy 

(Annex D) to the Bank

after the issuance of Notice to Proceed (NTP)

Revised Annex D'3
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2.2 CARD PERSONALIZATION

a. The Supplier must comply with the required Visa Template from LANDBANK within

fifteen (15) calendar days upon receipt of the embossing file with the following

activities:
i. Key Exchange CeremonY
ii. Conduct testing with I-ANDBANK for EMV/UMID Card Personalization; &
iii. Personalizatlon of at least five (5) test cards

b. Issuer Public Key (IPK) and all other keys generated (related to card personalization)

by the Supplier shall be turned over to LANDBANK at no cost to the Bank during Key

Exchange Ceremony.

c. The Supplier shall allow LANDBANK to randomly pull out 21 cards from the first batch

of UMID cards prior to kitting. The same shall apply in succeeding batches as

determined by LBP.

d. The Supplier shall provide a utillty where the bank can upload and display in a

readable and agreed format, the content of all UMID database. This utility should also

have a search engine and facilitate extraction of UMID Data for the reprinting of cards.

e. The Supplier must ensure that data in Contactless Chip, EMV Card and Magnetic Stripe

are of the same person before delivery to LANDBANK. Card replacement cost and

other financial losses that may arise from inconsistent data shall be for the account

of the Supplier.

f. The Supplier shall provide a facility that rewrites the biometrics of members in the

UMID Chip. This facility should have a built-in Security Module that will allow access

by the authorized/defined users only. Also, it should be able to generate necessary

and appropriate reports.

2.3 The UMID cards must interface seamlessly with GSIS Gw@Ps.

2.4 The Supplier must pass the Visa Brand Management Approval and must submit the

Visa email confirmation.

2.5 The EMV Plastic card produced and personalized by the supplier must pass the white
Plastic card review conducted by visa. The cost shall be borne by the supplier until

certified.

2.6 The EMV Chip must be valid for at least two years from receipt of the embossing file.

The supplier must submit a Letter of Approval from visa covering the latest vsDc
Applet for Contact Card indicating the expiry date.

2.7 The card shall have a ten (10) year warranty. All invalid and defective cards-related

to production defects must be replaced by the Supplier free of charge within ten (10)

banking days if returned within the warranty period.

2.8 The Supplier shall have a monthly report of processed, spoiled, delivered, remaining

inventory of EMV cards. The Supplier shall allow the Bank to conduct actual and
physical count of cards.

Revised Annex D-4
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2.9 The Supplier must allow the Bank to witness the perforation of spoiled EMV cards to
be scheduled on a monthly basis and should issue a corresponding certificate of
completion.

2.10 KITTING SERVICES

The Supplier shall provide kitting services (such as folding, insertion, enveloping and
sealing in a letter envelope and plastic pouch) and consumables (such as welcome
letter, window envelopes with LANDBANK logo and individual plastic pouch).

Note: LANDBANK to provide the content of the welcome letter and details of the
addressee that will appear in the window envelope after issuance of Notice of Award
(NOA). Sample Welcome Letter, Window Envelopes and Plastic Pouch should be
approved by LANDBANK before production.

2.11The Supplier shall allow LANDBANK to conduct scheduled planvsite inspection/visit
to validate adherence to agreed internal controls.

2,12The Supplier shall submit updated and detailed Business Continuity Plan (BCP) and
VISA certified Business Continuity Site (BCS) to ensure continuity of service provided

to LANDBANK.

2.13 The Supplier shall not retain any copy (soft and hard) of the Bankt Embossing/UMlD
Data and Reference file and it shall be deleted after card production/personalization

duly suppoted by a notarized cetification. The notarlzed certification shall be
submitted only once which is to be incorporated in the contract to be executed after
NOA & NTP. All records or any data submitted by the Bank or its client shall be treated
as highly confidential.

3. DEVELOPMENT AND TURNOVER OF UMID CHIP APPLICATIONS:

3.1 UMID Key Management

a. During the post qualification phase, the personalization SAMM shall be provided to
the LCB for testing purposes.

b. The personalization SAMM will be provided to the winning bidder.

3.2 Development of the programs/application and keys

The Supplier shall develop the necessary interfaces to comply with the GSIS requirements
on chip reading and updating of UMID data on all issued UMID cards.

3.3 Turnover and transfer of Technology

a. All programs/source codes used to include proprietary programs, objects, files,
databases etc, shall become the properties of LANDBANK.

b. LBP should be able to compile the program/source code into an executable code.

Revised Annex D-5
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c. The Supplier shall turn-over to LANDBANK all programs, scripts, and keys used for
the successful seamless intefacing of UMID chip with GSIS Gw@ps including the
following; ( in soft and hard copy acceptable to LANDBANK)

i. Technical Documentation following LANDBANK format (Conceptual

System Design, Technical Requirements Specification, Technical

Implementation Plan, Application Maintenance Manual)

ii. Messages and codes manual
iii. Interface Manual

iv. Data Dictionary for all database/files (with table/file/database/structure,
etc).

v. Personalization script and manual
vi. Reference manual for the card and SAMM applets

vii. SAMM protocol/communication manual.

d. Provide 2 sets of workstations with peripherals to simulate contacfless chip

personalization as test beds for readingi updating of data in the contactless chip. The

workstations, peripherals, operating system, program and development tools must

conform to LBP minimum standards'

e, In case there is further program development and customization work requirement,

the same must be completed within fifteen (15) calendar days after issuance of

Notice to Proceed.

Note: All developed and customized work must be fully compatible with the existing

UMID system card applet, Card Management System (CMS), Key Management

system (rrus), card Readers/writers, SSITs and existing applications deployed.on

tlie chip. The'existing Hardware Security Module (HSM) of the KMS will be used in

smartchip personalization.

f. Ensure that recurring licenses, maintenance fees, development/customizations cost

and turnover cost are part of the bid quote and no additional fees shall be charged

to LANDBANK.

3.4 Technical Assistance and Support

TheproposedUMIDcardmustinterfaceseamlesslywiththe-readers/writers.

a. Turn-over of programs and keys used in reading/writing on new cards'

b. Provide copy of updated source codes.

c. Provide necessary training
d. Provide adequate number of user and technical manuals/user guide'

3.5 Warranty Requirements

a. A guaranteed ten (10) year card life is required on all delivered cards. cards must

beiully functional with no observable cracks, chipping, peeling or fading within 10

years from issuance.

b. Full Card replacement guarantee'

Revised Annex D-6
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The winning bidder shall replace a "bad card" free of any charge to the LANDBANK

or the cardholder, within ten (10) banking days from date of receipt of a report
from the LANDBANK stating the occurrence of such circumstance, unless within
three (3) days from the date of such receipt, the winning bidder disputes the
contents of the report and informs the LANDBANK of such in writing.

In case of dispute, the controversy shall be resolved amicably by the parties within

ten (10) days. The winning bidder shall replace the bad card subject of the

controversy within ten (10) banking days from the time it was resolved'

A card is considered a "bad card" when anytime from date of its issuance to the

cardholder and before the end of its warranty Ten-year life the card is no longer

usable for the purpose it was intended, except when such circumstance aroseout

of or resulted from the following acts:
. Willful intention to destroy the card, or
. Gross negligence in handling the card'

The winning bidder must submit proposed Terms and Conditions/Standard

Operating Procedure on the Warranty Procedure for approval of the LANDBANK.

The winning bidder should warrant that should there be announced improvements

on the proposed product and/or any of its components, after date of submission

of proposals and before date of implementation, such improved product or its
components should be delivered to and installed at the I-ANDBANK by the winning

bidder without affecting the submitted bid price proposal.

If announced improvement is made within six (6) months after installed product

has already been accepted for LANDBANK use, the winning bidder must replace

already installed product or its componenB with the improved product or its
components at no additional cost to I-ANDBANK.

G. Delivery Schedule

The Supplier must complete the delivery of the EMV UMID Cards as follows:

l. EMV UMID Cards to be requested should be delivered within three (3) banking days

from receipt of complete data files from LBP (Embossing files and UMID data files)

with a maximum volume of 40,000 cards per day. Personalized UMID cards shall be

delivered to LBP Head Office via secured cargo as required by PCIDSS

Note: The staft of the contract shall be reckoned from the date of acceptance by

LANDBANK of the deliverables of the winning bidder. The acceptance period shall be

made by LANDBANK within thirty (30) calendar days from the issuance of the winning

bidder of Official Notice of Complete Delivery and Readiness of the Card

Personalization Facility.

2. Every delivered card must be complete in number and packed per destination branch

based on the Data Files submitted by LBP and must be supported by:

a) a Delivery Receipt (DR) indicating the LBP's Reference Batch Number x and

corresponding number of cards delivered

Revised Annex D-7
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Output-\ r1 /MMDD-BXX-BN-Qty-txt.Ibp (New Card or BN)

Output-YYYYM M DD-BXX-BR-Qty-bG. lbp (Replacement Ca rd or BR)

Output-\YYYM M DD-BXX-BW-Qty-txt. I bp (Replacement under Warranty or BW)

b) Detailed Transmittal Report in hard copy and soft copy_(excel file) containing the

following fields which shall be emailed to LBP Head Office (CAMD) cc: LBP GSIS

Branch through its respective official email address.

For New Card (BN) For Replacement Card (BR or BW)

LBP Reference Batch Number LBP Reference Batch Number

Commoh Reference Number (CRN) Common Reference Number (CRN)

First Name First Name

Middle Name Middle Name

Last Name Last Name

Suffix

@
GSIS Branch Codeffi

Suffixffi
LBP Branch

cqTS TD Number GSIS ID Number

Card Number (Masked middle 6

number

Card Number (Masked middle 6

number)

Bar Code tsar

Account Number ! Account Number
I

Agency Name (in case of Active

member) or Address (in case of
pensioner)

Agency Name (in case of Active

memberO or Address (in case of
Pensioner)

3. Sortingrequirement:

3.1 For new EMV UMID Cards

active Members Pensioners
WGSiSTranah Groupby GSIS Branch GrouP

StCSiSEranaF offisqlglg StGSiS-Bra ncll lffilg rgge

by Member's Agg!q{_!999_
Uy wame of Member (LN, FN, MN)

alphabetically arranged

by Name of Pensioner (LN, l-N, MN)

alphabetically arranged 

-
3.2 For Replacement EMV UMID Cards:

Active Members Pensioners

Oy LgP Destinatiql lrallh b-tTEP DesE naEon Brq49!

EyTem6er,s AgencY Code

By Name of Member (LN, FN, MN)

alphabetically arranged 
-

by Name of Pensioner (LN, FN, MN)

Note: The sorting of the physical cards should be consistent to the sequence and

arrangement cards in the hard and soft copy of transmittal repoft'

3.3 The supplier shall seqreqate the envelope/box intended to the specific LBP Branch

Revised Annex D-8



GLASS C

per LBP Mode of card transmittal. (Pick-up and Courier)

3.4 The supplier shall insert the envelope for courier in the Bank's official Courier

Service pouch with label (Pouch to be provided by the back and the label/sticker format

will be given for Card Vendors layout)

H. Delivery Sites and Contact Persons

o GIF Levet 1 GSIS Headquarters Bldg., Financial Center, Brgy 076, Pasay

City

. Cards and ATM Management Department (CAMD), l1th floor I-ANDBANKPlaza,

1598 M.H. Del Pilar St., Malate Manila

I. Manner of PaYment

1. Supplier shall bill LANDBANK based on actual and completely delivered EMV UMIDCards

p"i'Out.h duly acknowledged by Bank authorized representative indicating the Delivery

No. and No. of Cards Delivered.

z. Liquidated damages for delayed delivery shall be U10 of !o/o of the value of undelivered

cards for everydaY of non-delivery.

J. Other Terms and Conditions

1. Minimum Requirements for card Manufacturing Facility:

1.1 One compound for background printing and card personalization.

Name Position Depaftment
/Unit

eMail
Address

Contact
Number

Manuel
Dimalaluan

Assistant Vice
President/Head GSIS Branch

mdimalaluan@
mail.landbank.c

om

(02)
8835-7647;

0998-987r373

Gerard D.L.
Santiago

Sr. eProducts
Management

Specialist

CAMD
gsantiago@mail
.landbank.com

(02) 840s-7182;
0995-3219122

Johnny AnthonY R.

Reyes

eProducts
Management
Specialist II

CAMD
jreyes@mail.
!andbank.com

(02) u5zz-uuuu
local 4069;

0999-8836126

Lloyd Edward B.

Pascual

eProducts
Management

Analyst
CAMD

lbpascual@mail.
landbank.com

(uzJ u)zz-uuuu
local4t73;

0923-4787947

Rodalyn L. Soriano
eProducts

Management
Analyst

CAMD
rsoriano@mail.
landbank.com

(02) u5zz-uuuu
local4173;

0905-2271143

Gerlina lan
Madarang

eProducts
Management

Assistant
CAMD

gmadarang@
mail.landbank

.GOm

(02) u5zz-uuuu
local 4069;

0917-3108145

Revised Annex D-9
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1.2 Must conform to the facility security standards mentioned in item VLB.2 below.

2. Minimum Requirements for Card Personalization Facility

2.1 Location

a'Alocal,single-siteforpersonalization,finalassemblyandqualitycontrol.
personalizaiion is defined as encoding member information in contactless

chip and printing of member details on card'

b. The card production facility must have a process and equipment to

integrate the required DOVID into the card in its supply chain'

c. The card personalization facility must be accredited by VISA'

2.2 FacilitY Security

a,Adequatesecurityforperimeter,building,cardpersonalizationarea'
b. The card personalization facility should be equipped with security 

.

systems such as electronic building access control (e'g' fingerscan)'

security alarms, CCTV surveillance system, key management' and

vault.
c.Separatesecuredstorageroomeachforpre.printedmaterialsand

finished cards in the peisonalization facility' Each storage room.must

have an automated access facility only for designated personnel'

d.Musthaveautomatedtrackingsystemfortheinventory,utilization,and
waste disposal of pre-printed materials

e. Dedicated data communication line 2417 between the card

personalizationfacilityandLANDBANKtotheaccountofthewinning
bidder.

f.DatatransferfromLANDBANKtocardpersonalizationfacilitymustbe
secured with at least DES3 encryption'

g. Gateway seruers secured logically through a firewall and physically- 
through key or fingerprint access by at least two (2) heads from

different departments/sections of the plant'

3. Personalization System

3.lMustprovideaCardProductionandPersonalizationsystemaccessibleto
LANDBANK to be used for:

a' Submission and receipt of electronic reports

b' Receipt and confirmation of good and rejected cards

c' Logging of accepted and rejected cards

3.2ProvideonsitepersonnelofLANDBANKtopefformtaskssuchasbutnotlimited
to the following:

a. confirmed card orders
b. received rejected cards

c. received card production problems

3.3 Capacity

a. Capable of producing maximum of 40'000 cards per day on a

regular basis.
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b. Service Level Guarantee - three (3) working days or 72 hours turnaround

time from ordering to delivery to LANDBANK for orders up to maximum of
40,000 cards per day. The batch of personalized cards must be delivered

at I-ANDBANK together with the printed delivery receipt, and the electronic

report of printed cards must be made available at CMS'

3.4 Monitoring and Control

a. There should be an automated control to ensure that the personal

data printed at the front of the card and the 1-D barcode printed at

the back of the card belongs to the same person/record'

b.Musthaveapplicationsystemtomonitorandauditdeleteddatabyprint
order.

c. Automated Tracking

i. Able to track and account for all card, including defective

cards and sPoilage

ii. Able to handle/generate automated card billing facility

iii. Automatic Reproduction of identified defective cards

Authorized LANDBANK personnel shall randomly inspect card

personalizationfacility.tANDBANKpersonnelwillaudit/validate
a.ExclusivityoftheserveranddatabaseforUMIDpersonalization

data:
b' Personalization and quality control processes;

c. Deleted data by print order and Disposal of defective cards'

d. To secure IANDBANK personal data from card ordering up to automatic

deletion,atamperproofsystemshallbedevelopedbythewinningbidder
and tested by LANDBANK prior to production'

e.confineadministratorlog.intotheserverconsolecontainingI.ANDBANK- 
personat data, Terminal log-in should be confined only to User IDs with

privilege and access limited for card personalization functions' Any change

in the server must have prior cleaiance by LANDBANK and should be

documented.ForreplacementofdiskstoragecontainingLANDBANKdata,
thediskthatwillbepulledoutshouldundergo'.Wipe,,facilityorlow.level
formatting to ensure that all data are erased/deleted'

f. secure the server and its console inside an enclosed cabinet. The cabinet

should be secured through a key or fingerprint access by at least two (2)

from different departments/sections of the production plant'

g. Provide fully redundant server.

h. The card production system shall be periodically audited by LANDBANK'

i.onlyLANDBANKpersonaldataofcurrentorderarekepton-site'Personal
data are automatically deleted after completion of batch production'

DeletionshallbevalidatedthroughrandomtestingbytheLANDBANK
personnel at the card personalization site'

Revised Annex D-11



GLASS C

j. Cards for delivery to LANDBANK shall be secured in a vault and to be

securely transported to LANDBANK.

k, The supplier shall have a monthly report of processed, spoiled and
remaining inventory of EMV Cards and kitting collaterals'

4. Reliability/Backup

Facility must have a stand-by power generator and Uninterruptible Power Supply

(UPS) to continue personalization even in case of a grid brown-out.

5. Semi Annual Quality Assurance

5.1 Twenty-one (21) cards shall be randomly pulled out by LANDBANK every six months,

as deemed necessary. These cards shall undergo accelerated-life and card durability

test based on Fogra Age F02 or ISOlIEC.,24ZEgfor artificial ageing and simulation of
10 years minimum card life.

Mandatory tests to be conducted shall include 90-degree peel test, Temperature

Induced tiye Migration, Sunlight exposure CornEr Impact and Reagent exposure based

on the latest ANSI-INCITS standards.

5.2 The test shall be conducted by Fogra or a testing laboratory which holds ISo/IEC

17025 accreditation.

5.3 The delivery and testing cost of batch samples shall be for the account of the winning

bidder. The winning bidder shall be notified by LANDBANK thirty (30) days prior to the

scheduled testing.

5.4 In the event of failure to obtain the certificate of compliance with the required

durability tests specified in no.1 above, a new batch of cards will be tested not later

than 60 days from the time the results of the previous batch is known. If after the

third test, and no certificate of compliance is obtained, this shall be a ground for
contract termination.

5.S LANDBANK shall conduct an annual assessment or evaluation of the performance of
the vendor based on the set performance criteria. The BANK based on its assessment

may terminate the contract for failure of the contractor/vendor to perform its
obligations (Annex E).
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ANNEXA

LANDBANK EMV VISA UMID CARD TECHNICAT

SPECIFICATIONS

A" CARD

DIMENSION

WIDTH

THICKNESS

- Length 85.5 mm,

- 54.00 mm,

- 0.76 mm.
CORNER MDIUS

OPACITY

FRONT OF CARD

BACK OF CARD

2. The card must be made of minimum

outermost transparent layers.

3. Physical Card Security Features:

a. Overt

3.18 ! l*t
variance indicated in ISO/IEC 7810:2003(E) 5'1.1ID-
1 specifications.

- Must meet ISO standard

- Full Color Offset
Ultraviolet element

- Full color Offset
VISA Branch Mark
Visa Hologram
HICO Magnetic Stripe (Silver colored)
LANDBANK LOGO
GSIS LOGO

BancNet LOGO

PhilHealth LOGO

Plus Symbol CW2
Box

1. Co-branded UMID cards shall have two (2) chips and a magnetic stripe at the back of the card'

The first chip (contactless chip) shau contain the UMID data' The second chip (EMV contact

chlp) and the magstripe shall contain bank data.

s-layer polycarbonate material from its core up to its

lt.

Guilloche background, produced using artwork securitization software used in high

security documents (e'9., banknotes and passports).

Ghost image

DoVID(DiffractiveopticalVariablelmageDevice)ofUMIDlogo/textsWithrotation.
induced color shift and change of color contrast between two design elements upon

rotation by 90 degrees. It must contain a design element which seems to protrude

out the pLne, bu-t is futty flat with Diffractive Watermarks, Surface Rellef Effect,

Movement, Pump Effects, RICS, colorful Mini Texts-80oum' Colorful Micro Texts -

25Oum and Nanotext Cololful UMID-75um.

UMID logo using color-shifting ink.

Specified pantone colors, font types and sizes.

t.
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b. Covert

l. Background micro-printing smaller than 0.25mm/0'7 pica points.

ll. Pattern on background using UV (ultra-violet) ink.

4. The supplier shall comply with the approved UMID Card Design

5. Printing

a. Personalization of data must not be on the outer layer. Text data and the ghost image

of the photo must be through laser engraving while the colored Photo can either be

laser engraved, laser printed or other method with at least 300 DPI resolution in color

as long as it passes the Fogra or ISO 24789 durability test'

B. EMV (CONTACT AND CONTACLESS) CHrP

Minimum of 16kb

Dynamic Data Authentication (DDA)

JAVA

SILVER COLORED

C. UMID CARD CONTACTLESS CHIP SPECIFICATIONS:

Contactless ChiP

MEMORY

AUTHENTICATION

APPLET

LATEST VSDC APPLET

6 PIN MODULE

COLOR

Minimum 80 KB of usable memory

Chip has security certification CC EAL 4+ or higher

Operating frequency and speed as specified in ISO 14443 (Type A )

Crypto coprocessor:
i. DES. 3 DES

ii. RsA up to 2048-bit
Secured by transport key prior to personalization

Chip Operating system minimum platform specification

i. Global Platform version 2.1'1
ii. lavacard version 2.2'2

Certified CC EAL 4+ or higher, certified on the proposed contactless chiP;

Protect applications and data from unauthorized access;

No additional charge for Operating System (Os) fees after card issuance,

,"luroturr of ,t" Jf the chip. All os-related fees should be Part of the card price'

Applet Specification:

a. Single chip applet to manage the whole 80KB of usable memory

b. Certified Cc EAL4+ or Higher (Protection Profile SSCD)

c. Based on ISO 7816-4 class APDU command for thefollowing:

i. Contents of command-response pairs exchanged at the interface'

ii. Means of retrieval of data elements and data objects in the card'

iii. Access methods to files and data in the card'

iv. A security architecture defining access rights to files and data in the card'

v. Methods for secure messaging'

d. Applet, specification, and communication Procedures should be transferred to

LANDBANK in soft and hard coPY.

e.Userinformationinthecardshouldbeprotectedbyanauthenticationmechanism
involving a SAMM (Security Access Management Module) present in the contactless

reader.
Revised Annex D-15
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f. The data elements for personalized encoding in chip consists of aPproximately 835
characters exclusive of the images will be provided to the Lowest Calculated

Bidder. The fingerprint images are in INCITS 378, the photo is JPEG-lcAo

compliant and the signature is in TIFF format.
g. Each of the 136 data blocks should have its own read and write keys.

h. PKI ready.

Note: LANDBANK shall provide the following to:

Lowest Calculated Bidder (LCB)

A) Documents
. PeBonalization script and manual
o SSS UMID API Specification
. SSS SAM Card Specificatlon
. Chip Data Format

B) Source Code (Smart Card personalization program) under controlled environment'

Winning Bidder
A) Authority to order DOVID
B) Technical Specification of the rewriting facility

*LANDBANK does not guarantee the accuracy, reliability, compatibllity and completeness

ofthesourceCodeandthedocumentsProvidedbytheUMIDtechnicalWorkingGroup.
It is the responsibility of the LcB/Winning Bidder to review, to the necessary

revisions/enhancement to ensure that programd should work for the successful

development/production of the GSIS UMID EMV Card.

** The custodian of the source code is the Social Security System (SSS) and for

the purPos€s of bidding of GSIS UMID Cards, SSS allows LBP thru GSIS to access

the source code.

**xlncasetheLcBisdeclaredaspostdisqualified,alldocuments,executablefileandsAM|4
provided shall be returned to LANDBANK.
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ANNEX B

LANDBANK EMV CARD KITTING COLLATERALS

Printing Specifi cations

Style

Item L ol2t LANDBANK

EMV CARD ENVELOPE

Size (Spread/Flat) 9" x 10.5"

(Folded) 4tl\"x9'1]_
Process / Printing Offset

4lfColor

Stock / Material Book #80

@
Gumming
With Plastic Window

Others

General
Requirements

. E.relopes t" be good quality machine-fill envelope. Dimensions and

quality'to be conlistent across manufactured batches'

o windows to be securely affixed to within 1.5mm of top andside

edges. Top edge to be'flat and free from puckering'

. Sidl seams to be securely glued up to top of seam'

o Pre-scored flap crease to enable the envelope flap toopenflat.

o No twisting, curling or distortion evident.

o No glue seepage on interior or exterior of envelope'

LANDBANK EMV CARD WELCOME LETTER

A4 (8 i/4" x tl3/q')

Revised Annex D'L7
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ANNEXC

NON-DISCLOSURE / CON FIDENTIALIW AG REEM ENT

In the course of (PROJECUPURCHAS o Land Bank of the
philippines (I-ANDBANK), (SUPPLIER COMPANY - will have access to, and/or will be in possession

of, Confidential Information. "Confidential Information" shall mean information disclosed by LANDBANK in any

manner, whether orally, visually, or in tangible form (including without limitation, data, documents, devices and

computer readable media) and all copies thereof, which are regarded by IANDBANK as confidential.

Such information includes, but not limited to information relating to the past, present or future research,

development or business affairs of l-ANDBANK, her affiliates, subsidiaries, customers, and any other companies

incorporated by i-ANDBANK. The term "Confidential Information" also includes, but is not limited to information

on the strategies, business operations, financial statements, statistics, marketing plans, plans regarding

equipment, faiilities, operating procedures, organizations, employees, and officers of any of the aforementioned

companies.

Under this confidentiality agreement (SUPPLIER COMPANY NAME) agrees that any such information

will be treated with the uimost confiOentia ty, and that (SUPPLIER COMPANY NAME) will use

reasonable efforts to protect such information in their possession. (SUPPLIER COMPANY

that such information shall not be disclosed to third parties without the prior written consent of LANDBANK,

and that (SUPPLIER CoMpANy ill exercise the same degree of care as it

appliesto@forrnat.lonofiimitarnaturethatitdoesnotdesiretopublish,disclose,
or disseminate. Moreover, disclosures of such information shall be restricted to those individuals who are directly

participating in the Suppiy ana Delivery of various LBP ATM (EMV and magstripe) Cards to Land Bank of the
'enitippines (mNOAnNfLin compliance with the Certification issued by SSS, the-(SIIPPtIER

cOrripnruy Nnuil shalGnly use the UMID Card Contactless Smart Chip Personalization Program during the

course and for the performance of the card production service contract and will return to SSS the two (2)

personalization sAMM cards within 30 days upon the expiration of the card production contract. In case of
'breach 

(SUPPLIER COMPANY L----of the provisions in this agreement, the Bank reserves the

right to avail of any or all legal remedies available to it'

The terms of this agreement are perpetual and shall remain in effect and shall apply to all proprietary or

confidential information unless the information has been made available to the general public without

restrictions by the Land Bank of the Philippines.

Conforme:
(SUPPLIER AUTHORIZED REPRESENTATIVE, COMPANY

NAME)
Signature over Printed Name

Date Signed:
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ANNEXD

NOI{-DISCLOSURE/CONFIDENTIALIW AGREEMENT

In the course of 

-(PROTECT/PURCHASE 

ORDER No') to Land Bank

of ttre pnltippines GqttlOgnN0,--(SUPPtIER COMPANY NAHE will have access to, and/or will

O"ln portiirton df, Connaeniiat Information. "Confidential Information" shall mean information disclosed bv

f-qfrfOgAlX in any manner, whether orally, visually, or in tangible form (including without limitation, data,

Jocuments, devices and computer readable media)'and all copies thereof, which are regarded by LANDBANK

as confidential.

such information includes, but not limited to information relating to the past, present or future research,

a"r.fopr"ni o, Uusiness affairs of LANDBANK, her affiliates, subsidiaries, customers. and any other companies

i.i"ipJr.t"A by LANDBANK. The term "confidential Information" also includes, but is not limited to information

on the strategies, business operations, financial statements, statistics, marketing plans, plans regarding

.qrip..r,t.r..ilties, operating p.."Ju16r, orgunizations, employees, and officers of any of the aforementioned

companies.

Under this confidentiality agreement TSUPPLIER COi'!PA glTt--tltt anv such

information wiil be treated wiir,- tffit (suPPLrER COMPANY

NAME) witt use reasonabie 
"ffo,tt 

to protect such information in their possession. (SUPPIIER

CoMPANY NAME) agr""t thut such information shall not be disclosed to third pafties without the

;ilffia;;;.e"t of laNDeAN( ;nJthat (luP+rERcouprNY N!Ue) will exercise the

Lr" a"q;" ;f ..re as it applies to piotect itsiwn6nRConf,aential Information of similar nature that it does not

a"iir" t" bruriitr.disclose, o;'dis;;iiate. Moreover, disclosures of such information shall be restricted to those

individuals who are directty p.rtlipiii.g i. the supbry ana Delivery of various LBP ATM (EMV and magstripe)

cards to Land Bank of the pntrippin"liur.roBaNilin compliance with the Certification issued by SSS'

the{SuPPuEEIouPANIJ@shallonlyusetheUMlDcardcontactlesssmartchipPersonalizationProgram
Jr;i,.rj@lif*-ti"...titity to ptolfr...n executable program/working source code and same shall be

rJrniJ io LnruoeN'.lr immediaiely uetore tne end of the Post Qualification period' In case of breach

(suppuen coMpmv Nlilii pf the provisionJin this agreement' the Bank reserves the right

to avail of any or all legal remedies available to it'

The terms of this agreement are perpetual and shall remain in effect and shall apply to all proprietary or

confidential information unless ihe information has been made available to the general public without

restrictions by the Land Bank of the Philippines'

Conforme:
(SUPPIIER AUTHORIZED REPRESENTATIVE,

COMPANY I{AME)
Signature over Printed Name

Date Signed:
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ANNEX E

Acceptable Use Policy

Com plia n ce Com m itment Certificate

I received, read and understood the Acceptable Use Policy

(AUP) of the Land Bank of the Philippines.

I agree to abide by its terms and will immediately report any

violation of the policy.

I understand that the violation of the AUP's provisions may be

subject to sanctions under the law and the rules andregulations of the

Bank.

Signature

Name (Print)

Company

Date

NOTED BY:

Name and Position
(Head of UniUProPonent
Unit) Date:
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(To be pinted at the back of the ceftificate)

I understand that:

Acceptable Us€ Policy Commitment

d.

electronic files created, sent, received or stored on devices owned/leased/ administered or otherwise under the custody

and control of the Bank shall be the property of the Bank. Ply use of these files shall neither be beated as personal nor

private;

altBank-owned IT systems shall beequipped with Bankt licens€d software only, includinq anti-virus and TNlc-approved

open-source software or freeware;

only Bank employees and designated authorized users from propohent units/third-party service providers deployed in

the Eank shall be allowed to use Eank-owned IT systems as supported by a user request; and

all devices to be connected to the network shall require prior approval from unit concerned thru a memo or iob oder
request

As Information Resource tjsers, I shall -
a. be responsible for use of own ID/s and password/s in IT systems;

b, keep the confidentiality of account(s), passuords, Personal Identification Numbers (PIN) or similar information on

devices used for identification and authorization purposes;

c. protect mobile device with password;

d. ensurethat the assigned personal computers and laptops are secured by automatic activation of lock feature when not

in use for more tha; fifteen (15) minutes, or by logging off when it shall be left unattended;

e. ensure that rcmote access technologies are activated only when needed and immediately deactivated after specified

time of usej

f. access data, documents, e-mail corespondence and programs contained on Eank! IT systems for which I have

authorization ard not obtain exka resources beyond those allocated;

g. a@ess, crcate, store or bansmit material that is only legal according to law so as not to degrade the performance of

information resources;

h. report immdiately to the concerned Helpdesk any weaknesses. (e.g., unexp€cted software, system behavior, virus

infeAion) in Bank;s IT system security ;hich may result to unintentional disclo6ure of information or exposure to

security threats;

i. observe compliance with the existing policies on handling of infofmation to prevent unauthorized acless to Bank!' 
infoi*"tion i,e., saving of files in t-he present form of medium available (e.g., compact disc or diskette) and/or

safekeeping of files in a secured area;

j. consult supervisor if there is any uncerbinty on the use of IT systems; and

k. be aware that the data created, sent, received and stored on Bank! IT systems remain the property of the Bank,

I understaM that the follor,ling activities are stridly prohibited:

make unauthorized copies of copyrighted or Bank-owned softwarqs;

download any file or software from sites or sources which are not familiar or hyperlink sent by strangers, which may

expose the Ii system to a computer virus and could hi-jack Bank information, Passdord or PIN;

download, install, run security programs or utilities (e,g., password cracking programs, packet sniffers, port scanners),

or circumvent IT system security measures (e.g,, port scanning or security scanning) that shall reveal or exploit

weaknesses in the security ofthe information asselt unless properly approved by the Bank! Chief Information Ofncer;

divulge to anyone the access points to Bank's information resources without proper authorization;

disclose information which might be used for personal benefit, political activity, unsoliciGd advertising, unauthorized

fund raising, or for the solicitation or performance of any unlawful activity;

make fraudulent or unofficial offers of products, items or services using the Bank! infolmation resources;

effect security breaches or disruptions of network communications, such at but not limited to, network snimng, ping

floods, packet spoofing, denial of service and forged routing information for malicious purposes;

provide critical information on the Bank and its employees (e.g., softvrare inventory, list of personnel) to parties outside

the Bank without proper authorization;

i. make unauthorized disclosure of confidential data (e.g., on depositors/investorrborrowers accounts); and

j. copy, move, and store cardholder data, including personal, sensitive personal, and privileged information, onto local
' hard drives and removable electonic media, unless explicidy authorized aM approved to perform a business fundion

andlor need.

a.

b.

d.

f.

9.
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Annex F

CLASS D

A. Conform to the
IANDBANK EMV

Card Specifications
(UMID Design and
Personalization)

:

, Able to deliver the EMV GSIS UMID Cards

, following the LANDBANK Specifications.

4 - Excellent

' No findings/error on the delivered LANDBANK 
i

EMV GSIS UMID Cards

3-Good i

Less than 10 cards of the total card delivered
ihave errors/findings.

2 - Needs Improvement '

r More than 10 but Less than 20 cards of the total 
I

I card delivered have errors/findings. i

1-Poor i

t-
More than 20 cards of the total card delivered 

i

have errors/findings. 
i

B. Submission of i

Monthly Card RePort
(Processed, SPoiled r

and Remaining r

Inventory)

Able to submit the required Card Reports on time

4 - Excellent

Submitted reports regularlY

1 - Poor

Failed to submit reports regularly

j

I

i

I

i

Vendor
Assessment

1
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C. Packaging of cards:
must be segregated
per Destination
Branch ,

D. Soting of EMV Cards

and transmittals 
,

Able to pack and deliver EMV Cards via its

Destination Branch.

4 - Excellent

No findings/error on the delivered LANDBANK

EMV GSIS UMID Cards

3 - Good

Less than 10 cards are not packed and

segregated per Destination Branch.

2 - Needs ImProvement

More than 10 but Less than 20 cards are not

packed and segregated per Destination Branch'

1 - Poor

More than 20 cards are not packed and

segregated per Destination Branch

Able to sort the GSIS UMID Cards and

transmittals as required manner

4 - Excellent

No findings/error on the delivered GSIS

UMID Cards

,3-Good

: Less than 10 cards and transmittals are not

I sorted ProPerlY

2 - Needs lmProvement

More than 10 but Less than 20 cards and

transmittals are not are not sorted properly

1 - Poor

: More than 20 cards and transmittals are not are

: not softed ProPerlY

I

l

I

Vendor
Assessment

2
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e. Provides

I Transmittal(Batch) 
i

CD i Able to deliver cards with corresponding CD

Transmittal per branch.

4 - Excellent

EMV Cards were delivered with CD Transmittal

per Branch

1 - Poor

EMV Cards were delivered without CD

Transmittal per Branch

F. Allow the
representative
witness the
peforation

Bank
to:

card

Able to provide access to LBP representative to

witness the card perforation at Card Vendor's site

4 - Excellent

Provide access and allowed to witness the card

perforation.

i 1-Poor

No Access and witnessing of card perforation.

EMV Able to deliver the total requested EMV GSIS

, UMID Card Production and Personalization

within three (3) banking days from the receipt

of submitted embossing and output file.

4 - Excellent
I

fUV Cards were delivered on or before the 3'd

Calendar Days

1 - Poor

EMV Cards were delivered beyond the 3'd

: Calendar Days.

G. Delivery d
Cards

Vendor
Assessment
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CLASS D

i H. Business Continuity i Vendor can provide contingency measures fot.- 
i

I plan Available continued delivery of services to the bank in case of I

I ; adverse events and these must be stated in the i

' i maintenance agreement, annual report or any form of
certifiotion

r4-Excellent 
I

Vendor has a Business Continuity Plan to provide

contingency measures specific to the bank. 
i

g-Cooa 
l,i

Vendor has a Business Continuity Plan to provide

contingency measures, in general, to its clients. I

2 - Needs lmProvement
I

r Vendor has a Business Continuity Plan to provide 
i

contingency measures but on a limited basis only' 
i

,l-Poor i

, Vendor has no Business Continuity to provide 
i

; contingency measures to its clients. i

l

i
i

I

Suppott / assistance
from Card SuPPlier

I Able to provide continuous assistance from the

, Card Supplier for any concern related to the

,+-rxcellent Project'

More than 80o/o of the total concerns reported

, related to the project were provided with

, assistance and resolution.

S - CooA

i 6Oozo - 79o/oof the total concerns reported related

l to tn" project were provided with assistance and

resolution.

2 - Needs ImProvement

" 

40%o - 59o/oof the total concerns reported related

: to the project were provided with assistance and

resolution.

l t-Poor

i Below 40% of the total concerns reported related

I to the project were provided with assistance and

resolution.

Total Point Score

Vendor
Assessment

4
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GLASS D

j Average Score 
;

r

i Equivalent Adj. Rating
I

Reference Range Adjectiva! Score
c.u - 3.1 Excellent

3.3 - 2.3 Good

2.2 - t.7 Iggdslrnryg€Ig!!_
1.6 - 1.0 Poor

Vendor
Assessment
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